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Multi-faceted and multi-dimensional security challenges

Terrorism Cellphone Bomb Detonator

State-on-State Conflict Pirate Attacks
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Network-Centric Warfare Concept

Link up knowledge-enabled forces to
create greater synergies and firepower.
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How to build a coherent C4I 
System-of-Systems?
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Designing a C4I System-of Systems

Systems Architecting
a C4I System-of-Systems.
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Systems Architecting

Operational View

System View

Technical View
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Source http://www.isode.com/images/network-centric-warfare-b.png:

Source http://www.modaf.org.uk/files/StV-2_OV-2_OV-5_SV-1_SV-4.png

Source http://elamb.org/wp-content/uploads/2008/03/tv-1large.gif



Systems Architecting

People

Processes Enablers
(IT systems,
Machines)
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Systems Architecting – Both a Science & an Art

People

Processes Enablers
(IT systems,
Machines)
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C4I Systems Architecting Framework

Programme Management
Package

Org. Process
Model Org. QMS

Process
GuideSy

st
em

s 
A

rc
hi

te
ct

in
g 

Pr
oc

es
s

G
ov

er
na

nc
e

G
ov

er
na

nc
e

Fr
am

ew
or

k
C

er
tif

ic
at

io
n

P
ro

ce
ss

D
ec

is
io

n-
M

ak
in

g
Fo

ru
m

s

K
no

w
le

dg
e 

B
oo

k 
of

 A
rc

hi
te

ct
in

g
C

4I
 S

ys
te

m
s

A
rc

hi
te

ct
in

g 
G

ui
de

bo
ok

C
2 

S
ys

te
m

D
ev

el
op

m
en

t G
ui

de
bo

ok
E

A
G

ui
de

bo
ok

C
om

pe
te

nc
y 

D
ev

el
op

m
en

t G
ui

de
bo

ok
S

ys
te

m
s

Th
in

ki
ng

B
us

in
es

s
A

na
ly

si
s

M
od

el
in

g 
an

d
S

im
ul

at
io

n

C
on

su
lta

tio
n 

En
vi

ro
nm

en
t

C
4I

 C
om

pe
te

nc
y

P
or

ta
l

B
P

M
S

 C
om

pe
te

nc
y

P
or

ta
l

C
2I

T
P

or
ta

lFrame-the-Issue
Guidance Package

Stakeholder
Analysis

Systems
Thinking

Systems
Decomposition

Architectural Description
& Analysis Package

Architectural
views

Design
Principles

Reusable
Components

Body of Knowledge

12



C4I Systems Architecting Framework
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Systems Architecting Process

A Six-step Systems Architecting Process
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Realise SoS

Evaluate SoS 
Alternatives
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Iterative
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Systems Architecting Process ...
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Understanding the Capability Gap
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Devising the SoS Solution
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Solution Space Exploration
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Analysis of possible solutionsFinalised SoS architecture
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Source: http://www2.ssm.gov.tr/katalog2007/data/038/images/Skywatcher.jpg
Source http://www.ste.it/images/grafici/fortify_server.gif



Examples of SoS Architectural Views

Operational View

System View

Technical View

Architectural Description
& Analysis Package

Architectural
views

Design
Principles

Reusable
Components
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Source http://www.modaf.org.uk/files/StV-2_OV-2_OV-5_SV-1_SV-4.png

Source http://elamb.org/wp-content/uploads/2008/03/tv-1large.gifSource http://iapot.com/images/AFCT_ov1_big.jpg



Devising the SoS Solution …

Speeding up the Development of
Operational Capabilities

• Common Repository

• Service Oriented Architecture (SOA)

• Business Process Management Systems (BPMS)
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Devising the SoS Solution …

Common Repository

Process for Maintenance of Common Repository
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Devising the SoS Solution …

Service Oriented Architecture (SOA)
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Devising the SoS Solution …

Business Process Management System

GARTNER’s 10 components of BPMS
Source: GARTNER BPMS Summit 2008
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Commercial BPMS: BEA Aqualogic

Source: http://soaagenda.com/journal/wp-content/uploads/2007/08/bea_bpms1.jpg



Developing and Certifying the SoS Solution
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C4I Competency Development

Programme Management
Package
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C4I Competency Development …

Annual Learning Plan for each individual
- systems design 
- systems thinking
- business analysis
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Books of Knowledge

C4I Systems 

Architecting 

Guidebook
C4I Systems 

Architecting 

Guidebook

C4I 
Development 

Guidebook

C4I 
Development 

Guidebook

Enterprise ArchitectureReference

Enterprise ArchitectureReference
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C4I Competency Development ...

• Consultation Environment
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The Values of the Systems Architecting Framework 

6

1

24

5

3

Certify SoS

Frame the Issue

Develop SoS 
Alternatives

Realise SoS

Evaluate SoS 
Alternatives

Finalise SoS 
Architecture

3-6 months

2-3 years
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The search for alternatives to harness
state-of-the-art technologies for
rapid development and fielding of new 
operational capabilities is a never ending 
business for C4I systems architects…
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